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RULES OF
THUMB R

CONFIDENTIALITY

* Lessis more
* No surprises

e Don’t share without
protection

* Check yourself before you
wreck yourself

* Useitorlose it
e Destroy it, don’t spread it

* Above all, keep it safe!
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POPIA IS ABOUT

BALANCE

PRIVACY

BUSINESS

Protect the constitutional right to
privacy including the unlawful
collection, retention, dissemination and
use of personal information (the
preamble)

But, the Regulator must take into
account the interests of public and
private bodies in achieving their
objectives (yes, even the commercial
ones) in an efficient way (section
44(1)(b))
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POPIA IS ABOUT
BALANCE

Jg



BUSTA
MYTH! ¢ " r

* You don’t need consent: Organisations don’t have to ask your consent for
basic processing. Lawyers created this myth.
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SO, WHAT ARE

MY RIGHTS THEN?




THESE ARE
YOUR RIGHTS

 What information do you have about me? And who has had access to it?

* Delete my information! But only if there are no legal or operational
reasons to keep it (records need to be managed).

* Please correct my information! Let me tell you a story.

| want to object to how you are processing my information! This can
happen if there is no contract or law requiring the processing.

* Bad robot! You have a right to make representations if algorithms are
making decisions about you.

e Last (and definitely least), | want to withdraw consent: If you are unable to
withdraw consent, then consent was the wrong legal basis.

* And if all else fails: Complain to the Information Regulator!
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AN IMPORTANT
EMAIL ADDRESS

popla@uct.ac.za



YOU ARE ALSO

EMPLOYEES




A GATEWAY
TO TROUBLE

14

C-3PO once famously said to Han Solo ‘Sir, the
possibility of successfully navigating a data subject
request is approximately 3720 to 1.” To which Han

said, ‘Never tell me the odds.’
])

- Episode V- The Information Regulator strikes back
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MOVIES HAVE
BEEN MADE

______

JULY 24
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THEY LEAD TO
COMPLAINTS
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THINGS WE NEED
TO THINK ABOUT

 What if this became public? You need to be proud of how you handle
personal information. It is a matter of ethics.

* Know what you are doing. Do you know what information you keep where,
what you use it for and who you shared it with.

* Keep it up to date! Quality issues leads to breaches, but also massive
inefficiency.

* Refer requests immediately...
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AN IMPORTANT
EMAIL ADDRESS

popla@uct.ac.za



THANK YOU!




